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Launch Daemons paths that do not have a corresponding executable on diskfon iOS 9 Beta 3): 


Executable Path 

Plist Path 

/sbin/mount_nfs 

/System/Library/LaunchDaemons/com. apple. nfsconf.plist 

/usr/li bexec/co re red 

/System/Library/LaunchDaemons/com. apple. corercd. plist 

/usr/local/bin/applebbproxy 

/System/Library/LaunchDaemons/com. apple. bbproxy.plist 


/usr/bin/brctl tries to execv/usr/local/bin/brctl_internal, but it doesn't seem to run on boot - /usr/bin/brctl is 
referenced 

by /System/Library/PreferenceBundles/AccountSettings/iCloudDriveSettings.bundle/iCloudDriveSettings 


Open Ports 


Open Ports 

Description 

7808 

connects to DTPower, causes crash 


To reproduce: 

1 . mdf dev relay 7808:7808 

2. teprelay -t 7808 

3. nc localhost 7808 

4. type anything, followed by two newlines 


DTPower is an HTTP server, and expects a URL 
containing "control", "live", or "session" in the path(after 
domain). 

$ nc localhost 7808 

GET http://domain.com/live HTTP/1.1 
Content-Length : 1 

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA 

AAAAAAAAAA 


(response from DTPower) 

HTTP/1.1 500 Unsupported path 
Transfer-Encoding: chunked 

Content-Length: -1 

Cache-Control : no-cache 

0 

8021 

ftp-proxy complains, pfd opens /dev/pfm, and calls an 
ioctl(fd, 0xc0544417), which returns -1, causing the "pf nat 
lookup failed" message. 


$ nc localhost 8021 

Jul 29 17:18:34 users-iPhone com. apple . pfd [ 

90] <Error>: pf nat lookup failed 127.0.0.1 

: 49413 (No such file or directory) 

Jul 29 17:18:34 users-iPhone com. apple . xpe . 

launchd[l] (com. apple . ftp-proxy-embedded. 76 

1DFA0A- 935E-4ED3-940F-674D0C0CBE60 [375] ) <W 

arning>: Service exited with abnormal code: 

76 
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